INTRODUCTION: 


The proliferation of electronic devices in today's society, specifically cellular phones and communication accessories, has introduced a new potential for mobile security and home safety. Our team is designing a communication system that monitors security threats and notifies consumers directly through their mobile device, eliminating any middleman service organization. This technology will provide the user with the capability of remotely securing their home at the touch of a button and can incorporate an endless range of applications for sensor networks that communicate with door and window locks, fire alarms.

PROBLEM STATEMENT AND PROPOSED SOLUTION:


In today's busy society, people are constantly on the move. In times like these, they often times need means to simplify their lives while managing all the various aspects of their lives. Home security is often a major concern of many people. While companies are able to monitor the safety of ones' home, people also want to have that knowledge in their hands. They yearn to have the reassurance that their possessions are safe while having the personal control to do so. In the haste of a busy schedule, people become absentminded and tend to forget whether their doors are locked or their windows are open. Thus, this could leave them in a state of panic due to the unknown. It is necessary for people to have a means to control the security of their home at the touch of a button.


To alleviate this problem, we will devise a home security system that can be activated at a touch of a button. This system will utilize the fact that people are becoming more dependent on their cell phones. The home monitoring system will have the capability of sending a message to the user regarding the status of the lock and other security features. Likewise, with windows we will create a way to close ones' windows and then accordingly, a status message will be sent to the cell phone.


This system gives the user the control that they may want in order to keep their home safe. Through the system, they can check on the status of some of the main forms of entry into their home while ensuring that intruders stay out. The system gives them the convenience to access this information wherever they may be and they can then have the information delivered back to them and the touch of a button. 

SYSTEM DESCRIPTION AND BLOCK DIAGRAM:




Cellular Connection:


The fist major system is the cellular connection.  It is separated into two major parts: the cell phone of the user wishing to access the system and the GMS modem / SMS receiver.  The purpose of the GMS modem / SMS component is to receive text messages from a cell phone and to send a text message back to the cell phone.  The cell phone will interface with the SMS component via text messaging and will serve as a two way input/output connection.

Information Processing:


The microcontroller works with the information given to it from the GMS modem / SMS component to process the information and work as the control center of the overall system.  When a text is received, the SMS component recognizes it and sends it to the microcontroller via an I/O hardwired connection.  The microcontroller interprets the data given from the text as one of four commands: check status of the lock, check status of the window, lock the lock, close the window or the message is unintelligible.  Depending on the status of each sensor, the microcontroller will determine what response to return or will trigger a certain action to occur.  The window and lock mechanisms will be connected to the microcontroller through hardwired connections.  Separate input and output wires will continuously send the status of the sensor to the microcontroller and trigger the activation of a mechanism respectively.  In the case of the fire alarm, only an input to the microcontroller will be used to send the status of the fire alarm.  If the fire alarm is on, the microcontroller will take the action to make the SMS component send a text message to the default user’s phone.

Sensors / Actions:


The sensor subsystem keeps track of the status of the fire alarm, the lock, and the window.  When the door is locked and the window is closed each will complete a circuit that the microcontroller will recognize as the status of the mechanism.  The status of each will be sent periodically to the microcontroller via a hardwired connection.  For the fire alarm, the signal will be low until smoke is detected then the signal will be high.  The fire alarm status will also be transmitted to the microcontroller via a hardwired connection.

SYSTEM REQUIREMENTS:

Overall System:


The cellular controlled home security system will have the capability of remotely locking a door, closing a window, and sending an alert in the case of a fire. The user will be able to manipulate these actions via SMS text messages that will be sent and received on their cell phone. The user can send SMS text messages to the system saying: check the status of the lock, check the status of the window, lock the door, and close the window. Upon receiving these commands, the system will either output a status back to the user or perform the action of locking the door or closing the window. The system will also be capable of notifying the user if the fire alarm is on. They will receive this status via text message as well.

Cellular Connection:


The first subsystem which includes its own requirements is the cellular connection.  Control for the devices will be achieved through a connection to the Global System for Mobile communications (GSM).  The major requirements for the cellular connection include:

· The ability to send Short Message Service (SMS) messages from a cellular telephone to the in home device

· The ability to send SMS messages from the in home device to a cellular telephone


Each of theses major requirements has several sub-requirements for the functions which must be performed by the cellular connection.  Requirements involving the ability of the in home device to receive messages includes receiving both quieries and commands.  A cellular telephone must be able to send the in home device a quiery regarding the status of the varius Actions/Sensors subsystems.  These quieries must include:

· “Is the door locked?”

· “Is the window closed?”

· “Is there a fire?”


The in home device must also be able to receive commands from a cellular telephone.  These commands must include:

· “Lock the door.”

· “Close the window.”


The in home device must also be able to send messages out of the home to prespecified cellular telephones using the GSM.  The messages sent out from the in home device will have to be both in response to quieries and in response to changes sensed by the Actions/Sensors subsystems.  The information from the Actions/Sensors subsystems will be communicated to the cellular connection device via the microcontroller portion of the Information Processing subsystem.  The messages the in home system is required to send out include:

· In response to quiery:

· “The door is locked.” or “The door is unlocked.”

· “The window is closed.” or “The window is open.”

· “There is not a fire.”


· In response to internal signals:

· “There is a fire.”


Software requirements for engaging the cellular system will include the initiation of messages from a microcontroller and the reception of the information contained in incoming messages by the microcontroller.  Requirements for the software governing the cellular connection include:

· The ability to store messages in memory for use in responding to queries and informing the user of Actions/Sensors subsystems changes

· The ability to discern based on events which stored message is appropriate to respond to any particular situation

· The ability to interpret a message received from the cellular connection and initiate the appropriate actions


All these requirements for the software governing the cellular connection hinge on one major requirement.  The software must be able to communicate with the device creating the cellular connection.





Information Processing:


Hardware to consist of a board with microcontroller, GM862 component, and modem:

· GM862 component must receive SMS message

· Microcontroller must interpret incoming SMS

· Status check is requested or

· Activate response

· Status of each peripheral must be continually sampled at a reasonable rate

· Connected to peripherals through hardwire lines

· One wire sends status information to microcontroller

· Another wire receives action from microcontroller

· Microcontroller must determine the correct message to send based on status

· GM862 must send appropriate SMS message to cell phone 

· Board should contain connections for all peripherals


Software to manage information and interfaces:

· Python scripts need to be used to interface with the SMS receiver component (GM862)

· Microcontroller programmed to perform tasks listed above

Sensor and Activator Connection:


Our sensors and activators will communicate directly with a microcontroller over hardwired lines. These devices will have two important functions:

· Activator part: perform the task ordered by the microcontroller

· Lock/unlock the door

· Open/close the window

· Sensor part: retrieve information and report back to the microcontroller as requested by the GSM modem

· Is the door locked?

· Is the window open?

· Is there a fire?


The fire sensor is an exception to the rule. The user will not request, “Is there a fire?” Instead, a signal will automatically be sent to the microcontroller and then to the user via the GSM modem if the detector senses smoke or a fire. The user wants to be notified immediately of this emergency; he does not want to have to put in a request to determine if his house is on fire.

Future Enhancement Requirements:


With the most cutting edge cell phones that are constantly being developed, the scope of the capabilities of phones continues increase. With that in mind, our project could be made into an application which could be uploaded onto any capable cell phone. This application could be written in Visual Basic, which is widely used for writing applications for phones. This modification could potentially eliminate some of the hardware in our project and make the system more user-friendly and marketable. 


Another future enhancement would enable the system ti be wireless. This would be similar to present home security systems that are on the market. The system's sensors would be wirelessly connected to the hub of the system rather than having the hardwiring that we will have in our project.

To enhance the scope of our project in the future, we could potentially add additional features to the system that would manipulate various actions around the home. We could add sensors that detect whether a stove or other household appliances is on and the system could act according to the status received. Furthermore, we could also monitor the thermostat or lighting around the house through the system. 

HIGH LEVEL DESIGN DECISIONS:

Cellular Connection:  


The high level design decision for the cellular connection has multiple layers.  The first decision preceeds the subsystem name.  A decision had to be reached regarding whether the cellular connection would be entirely cellular (cellular device to cellular device) or cellular only on the controlling end (cellular to home phone line connection).  This decision was made based on maintaining the capability of this project being marketable.  A main objective of the project is to provide security services without a home phone line or intermediary.  Simply because persons today are increasingly opting not to purchase or even install the hardwire necessary for home phone service.  


The next decision making step for the cellular connection involved deciding between two approaches to establishing the in home device's cellular capability.  The first approach involved connecting a cellular telephone to a microcontroller via the cellular telephone's particular connection standard.  This approach meant both purchasing certain cellular telephones with known connection standards and probably the partial dismantling of the chosen cellular telephone.  The second approach involved the purchase of a device designed to allow the use of a SIM card for transmitting and receiving information via a particular cellular network.  This decision was made by weighing the engineering advantages each approach presented and its relative effects on the reproducability and marketing of the eventual system.  The dedicated device approach, rather than the dismantling of a cellular telephone, was chosen.  The advantages provided my a dedicated device include the non-proprietary nature of most dedicated device's connections to a controlling unit, the desire to limit the inclusion of unnecesary hardware, the use a device's capabiities to our advantage rather than fighting the device capabiities and software protections inherit to commercial cellular telephones, and ability to more easily mount  a dedicated device to a relay board rather than have a connection to an off the board cellular telephone.  


Once a device approach was decided upon a particular device need to be found and decided on during the high level design so as to prove the feasability of the project.  Although many devices for cellular connection are available, several criteria were used in determining a device.  The device, first and foremost, had to be able to both send and receive information over a cellular network.  Because the simplicity of reading text strings by a microcontroller was a desirable characteristic the device chosen was required to have both send and receive capabilities using the Short Message Service (SMS).  This approach removed the problems of either voice recognition or incoming call answering problems.  Finally, the device chosen would need to be able to interact through the Global System for Mobile communications (GSM) network.  This network was chosen because it is the densest network and the most common in the United States and world.  The device chosen, based on the criteria mentioned, was the GM862 Cellular Quad Band Module.  Although, not a particular decision influencing criteria, one advantage afforded by the GM862 device is its use of the RS232 standard.  

Information Processing:

Microcontroller


Our project will require a microcontroller in our “control center”.  The microcontroller must have suitable interfaces to connect to at least three peripherals to receive status information from them and an additional two wires to the lock and window mechanisms to send requested actions.  These number of ports are only the minimum number required for peripherals.  The microcontroller must also be able to connect to a modem and SMS component.  These connections will require a great deal of power, so a microcontroller with sufficient power is needed.  Furthermore, the microcontroller must have a reasonably detailed spec sheet to help us familiarize ourselves with the device.  Cost is also an issue.  We are looking to find a microcontroller that is reasonably priced so that we can afford to spend money on other areas such as the SMS receiver/sender.  As far as the type of microcontroller to be used, we plan on using a microcontroller of the PIC family because we are familiar with certain aspects of this class of microcontroller from using the PIC18f4620 in class projects.  Also, the PIC microcontrollers have a reasonable amount of features at a relatively low cost.

SMS / GSM Modem


Communication from the cell phone to the “control center” will be possible through the use of texting to an SMS component.  At the moment the most promising component is the GM862.  The GM862 needs to be programmed in python.  Programming for the SMS interface will involve writing code that will tell when a text is sent to the SMS component.  When the SMS receiver gets a text the status of it changes.  The texts received will have to have specific wording to be recognized by the SMS component.  The information will then be sent to the microcontroller via a hardwired connection.

Software


Main program of the microcontroller will have the following basic format:

· If Incoming SMS

· If status check of lock


· If status of lock is closed send corresponding text

· Else send lock open text

· If status check of window

· If status of window is closed send corresponding text

· Else send window open text

· If activating lock

· Send signal to turn on solenoid

· If activating window

· Send signal to turn on servo

· Else send error message

· If fire alarm is on send outgoing SMS

Sensor and Activator Connection:


Each sensor/activator will have three separate hardwired lines connecting the hardware to the microcontroller.


The first wire is the activator line, on which the signal to perform a specified action is sent by the microcontroller. The second wire is the sensor line. This line informs the microcontroller of the status of the hardware. The third and final wire is connected to ground.


The door locking mechanism will be comprised of a simple solenoid. This device will be connected to the microcontroller via the activator wire and will serve as a deadbolt when activated. The sensor for the lock is an electrical circuit. The sensing line will be connected to the solenoid which is in series with some known resistance that can be recognized by the microcontroller as some know voltage drop. When extended (locked) the solenoid will touch a metal piece in the wall, which will be connected to the ground wire. This will allow the microcontroller to see an open circuit with infinite resistance when the solenoid is not extended (unlocked), and a voltage drop across a resistor when the solenoid is extended (locked). The microcontroller can interpret this information and send a message to the user via the GSM modem informing whether the door is locked or unlocked.
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Figure 1: Door Model
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Figure 2: Open Circuit – Door Unlocked
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Figure 3: Resistor Circuit – Door Locked


The window activator wire will be connected to a servo motor that will crank the window open or closed. This design will be for a window that swings out as opposed to a window that slides up and down. However, a few simple adjustments could perform the same action for any type of window. The sensor circuit for the window will be similar to that of the lock. There will be a metal contact on the window and on the frame. The sensing wire will be connected to the frame contact in series with a known resistance. The window contact will be connected to ground. Thus there will be an open circuit reading to the microcontroller when the contacts are not touching and the window is open, and there will be a voltage drop across the known resistance when the window is closed.

[image: image5.jpg](Window Contact

[Frame Contact

Servo Motor





Figure 4: Window Model


A fire alarm will be purchased, disassembled, and analyzed. When smoke is detected some line in the circuitry will flow current. The location of this line will be discerned and connected to the microcontroller via the sensing line. A resistor will probably need to be added to get a voltage reading that is favorable to the microcontroller. This signal will be low until smoke is detected. When this happens, it will send a high signal to the microcontroller, which will then in turn notify the user via the GSM modem. The fire alarm will have no activator circuitry, as the user has nothing to activate. A consideration for the future might be to give the user the option to turn on or off sprinklers within the house.

OPEN QUESTIONS:


The major open question in our project is the communication between all of the parts and subsystems.  While a general program flow is realized, the exact method of instantiation of the commands necessary to meet the cellular connection and information processing requirements are still little understood.  Working with the GSM network is something which will be new to the entire group.


Additional, the method of communication between the action/sensor subsystem and the information processing subsystem will need extensive testing to get the voltage value sent back to the microcontroller within the range recognized by the microcontroller as a meaningful value.


Finally, the mechanical mechanism which will close the window and lock the door is unspecified since we have not yet picked the exact window or door.

MAJOR COMPONENT COSTS:

Microcontroller:  $20

GSM Modem:  $160

Antenna:  $15

Wiring (GSM modem to antenna, household to sensors and activators):  $20

Electronic Components (PCB, resistors, capacitors, connectors, ports, etc.):  $60

Sensors/Activators (solenoid, servo motor, fire alarm):  $100

Misc. (metal parts, ?):  $50

Estimated Total:  $425

CONCLUSION:


This project is an attempt to create a system for controlling specific parts of a house by way of a cellular telephone.  The system is meant to take commands or queries from a cellular telephone, interpret them in a main information processing unit, and cause subsystems in connection with the information processing unit to respond by either ending information back to the phone or actuating the cellular telephone's command.  The project could be expanded to cover a vast array of areas surrounding home security and control.
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